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1. Introduction
In this document we treat the third Editor’s Note in section 5.2.3.1.3 and propose the related questions for the questions and interim agreement annex.

2. Analysis

The following Editor’s Note is removed:
Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

This Editor’s Note can be broken down into two separate questions:

-
Whether the authentication framework shall support other authentication methods than AKA;
-
Whether the alternative authentication methods may use alternative credentials.

In another contribution by Nokia, the first question is addressed by adding the following question:

-
Shall the 5G network support a variant of AKA authentication protocol for primary authentication?
The signing companies propose to add the following questions:

-
Shall the 5G network support the EAP framework?
-
Shall the 5G network other credentials than the ones used for AKA?
3. Proposal

**** Beginning of change **** 

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.

Editor's Note: The following requirements need more motivation, e.g. from threats. 

Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.

· The authentication framework shall support authentication for network and service access. 

· The authentication framework shall support authentication based on network and service. 

· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.


· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

A NextGen authentication framework should take into account the following potential requirements from TR 22.864:

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."

"The NextGen system shall be able to support:

-
Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."

A NextGen authentication framework should take into account the following potential requirements from TR 23.799:

"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
**** End of Change ****
**** Beginning of change **** 

X.2 Questions and Interim Agreements for security area #2

[…]
X.2.1 Questions and Interim Agreements for Key Issue #2.1

X.2.1.0 Questions in other clauses affecting this key issue

t.b.a.
X.2.1.x Support of more EAP methods for authentication than just AKA (variants)

X.2.1.x.1 Description of Question

The question to be addressed is whether the 5G system should support other methods than EPS (or NextGen) AKA for access to the mobile network. The answer to this question should address whether:

-
The 5G system should support the EAP framework for primary authentication;

-
The 5G system should support other authentication with other credentials than the ones used for AKA.
**** End of Change ****
�Removed by contributions by Nokia.





